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Installation

e Download Extension: Once you have placed the order from our site then go to My
Account section and click on My Downloadable Products and download the extension
package.
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e Installation via app/code: Upload the content of the module to your root folder. This
will not overwrite the existing Magento folder or files, only the new contents will be added.
After the successful upload of the package, run below commands on Magento 2 root
directory.

php bin/magento setup:upgrade
php bin/magento setup:di:compile

php bin/magento setup:static-content:deploy en_GB en_US

e Installation via Composer: Please follow the guide provided in the below link to
complete the installation via composer.

https://docs.scommerce-mage.com/magento-2-extensions/installation-via-

composer/installation-via-composer
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Configuration Settings for Content
Security Policy (CSP) Whitelist

Go to Admin > Stores > Configuration > Scommerce Configuration > CSP Whitelist

General Settings

e IMPORTANT INFORMATION- When adding or changing whitelist, ensure to include only
those domains that are recognized and trustworthy. This precaution is crucial because
unauthorized or compromised domains may contain malicious scripts.

e Enabled - Select "Yes" or "No" to enable or disable the module.

e License Key - Please add the license for the extension which is provided in the order
confirmation email. Please note license keys are site URL specific. If you require license

keys for dev/staging sites then please email us at support@scommerce-mage.com.

e Report Only Mode - Set "Yes" to enable Report Only mode for CSP ( it will only report
CSP vulnerabilities in the CSP reports grid and browser console. Make sure to add Report
URL in Configuration>Security>CSP for the CSP grid to collect reports. Set "No" to enable
Strict Mode ( it will prevent data from loading or code from getting executed to prevent
vulnerabilities).

e Report Collection Enabled:- Set "Yes" to enable collecting CSP reports in the CSP grid,
Set "No" these errors will only be available in the browser console

e Report URL Configuration:- Please add following URLs in Security > CSP section of your
Store config Admin Default - https://BASE_URL/scommercereporturi/report/admin
Storefront** Default** - https://BASE_URL/scommercereporturi/report/storefront

General

Important '"fo_rmat'c"! When adding or changing whitelist, ensure to include only these domains
store view] A - . . .
e " that are recognised and trustworthy. This precaution is crucial because
unauthorised or compromised domains may contain malicious scripts.

Enabled

[store view]

Yes hd Use SYS[EITI value

This setting will be used to enable or disable module

License Key

[store view]

C56XioTaOB62Nk

This setting will be used to verify your license key for the given domain

N B. License keys are domain specific so for your testing or staging sites please email us at
support@scommerce-mage.com

Report Only Mode

[store view] Yes v Use system value

This setting will be used to switch CSP made

YES - Report Only (Only report potential vulnerability)

Please add Report URI in Configuration > Security = CSP to collect reports

NO - Strict Mode (Refuse to execute code or load data to prevent vulnerability)

Report Collection enabled

[storeview] | TES A Use system value

Enable this setting to collect CSP reports

Report Uri Configuration

[store view]

Please add following URLs in Security > CSP section of your Store config
Admin Default - https://BASE_URL/scommercereporturi/report/admin
Storefront Default - https://BASE_URL/scommercereporturi/report/storefront
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CSP Directives

e Default Src

o Enabled- Select "Yes" or "No" to enable or disable csp whitelist for default-src
o Whitelist entries- Please add URLs that you want to whitelist. By default, the type
of entry added would be host. You can also delete this entry and add multiple

entries.

Default Src

Enabled

N Yes
[store view]

This setting will be used to enable or disable csp whitelist for default-src
The default policy.

Whitelist entries

(storeview] URL Type
eadn-wc03-5796437.nxedge.io host
* sharethis.com host

Add Record

Please add URLs that you want to whitelist

e Base Uri

o Enabled- Select "Yes" or "No" to enable or disable csp whitelist for base-uri

©

v Use
system
value

Action

=
]

u

o Whitelist entries- Please add URLs that you want to whitelist. By default, the type
of entry added would be host. You can also delete this entry and add multiple

entries.

Base Uri

Enabled

[store view]

Whitelist entries
[store view]

Yes v

This setting will be used to enable or disable csp whitelist
for base-uri

Defines which URLs can appear in a page’'s base HTML
element.

URL Type Action

Add Record

Please add URLs that you want to whitelist

Use systemn value
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e Child Src
o Enabled- Select "Yes" or "No" to enable or disable csp whitelist for child-src
o Whitelist entries- Please add URLs that you want to whitelist. By default, the type
of entry added would be host. You can also delete this entry and add multiple

entries.
Child Src ®
Enabled No v v | Use system value
[store view]
This setting will be used to enable or disable csp whitelist
for child-src
Defines the sources for workers and embedded frame
contents.

e Connect Src
o Enabled- Select "Yes" or "No" to enable or disable csp whitelist for connect-src
o Whitelist entries- Please add URLs that you want to whitelist. By default, the type
of entry added would be host. You can also delete this entry and add multiple

entries.
Connect Src ®
Enab!ed Yes v Use
[store view]
system
This setting will be used to enable or disable csp whitelist for connect-src vzlue
Defines the sources that can be loaded using script interfaces.
Whitelist .
entries URL Type Action
[store view]
I.sharethis.com host N i'
*.stape.io host > i‘
: -
*.google-analytics.com host v [ ]
https://data.stbuttons.click host N/ i"
e Font Src

o Enabled- Select "Yes" or "No" to enable or disable csp whitelist for font-src

o Whitelist entries- Please add URLs that you want to whitelist. By default, the type
of entry added would be host. You can also delete this entry and add multiple
entries.
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Font Src

Enabled

. No v v| Use system value
[store view]

This setting will be used to enable or disable csp whitelist
for font-src
Defines which sources can serve fonts.

e Form Action
o Enabled- Select "Yes" or "No" to enable or disable csp whitelist for form-action
o Whitelist entries- Please add URLs that you want to whitelist. By default, the type

of entry added would be host. You can also delete this entry and add multiple
entries.

Form Action

Enabled

[store view]

—

v v| Use system value

This setting will be used to enable or disable csp whitelist
for form-action

Defines valid endpoints for submission from form tags.

e Frame Ancestors
o Enabled- Select "Yes" or "No" to enable or disable csp whitelist for frame-ancestors
o Whitelist entries- Please add URLs that you want to whitelist. By default, the type
of entry added would be host. You can also delete this entry and add multiple

entries.
Frame Ancestors ¢
En_ablle_d Yes v Use
[store view]
. . ) . e system
This setting will be used to enable or disable csp whitelist for frame-ancestors aliia
Defines the sources that can embed the current page. vald
Whitelist '
entries URL Type Action
[store view]
https://www.googletagmanager. host v 'i'
Add Record

Please add URLs that you want to whitelist

e Frame Src
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o Enabled- Select "Yes" or "No" to enable or disable csp whitelist for frame-src
o Whitelist entries- Please add URLs that you want to whitelist. By default, the type
of entry added would be host. You can also delete this entry and add multiple

entries.
Frame Src
Enablled 0 v v| Use system value
[store view]
This setting will be used to enable or disable csp whitelist
for frame-src
Defines the sources for HTML elements such as frame and
iframe.
e Img Src

o Enabled- Select "Yes" or "No" to enable or disable csp whitelist for img-src
o Whitelist entries- Please add URLs that you want to whitelist. By default, the type
of entry added would be host. You can also delete this entry and add multiple

entries.
Img Src ¢
En_ab[ed Yes v Use
[store view]
system
This setting will be used to enable or disable csp whitelist for img-src yl
Defines the sources from which images can be loaded. value
Whitelist .
entries  URL Type Action
[store view]
eadn-wc03-5796437.nxedge.io host v i
* sharethis.com host v (]
www.facebook.com host v 'i"
Add Record

Please add URLs that you want to whitelist

e Manifest Src

o Enabled- Select "Yes" or "No" to enable or disable csp whitelist for manifest-src
o Whitelist entries- Please add URLs that you want to whitelist. By default, the type

of entry added would be host. You can also delete this entry and add multiple
entries.
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Manifest Src

[igri?nl:,ﬂ No v v Use system value

This setting will be used to enable or disable csp whitelist
for manifest-src

Defines the allowable contents of web app manifests.

e Media Src
o Enabled- Select "Yes" or "No" to enable or disable csp whitelist for media-src
o Whitelist entries- Please add URLs that you want to whitelist. By default, the type

of entry added would be host. You can also delete this entry and add multiple
entries.

Media Src

[igzt\)ﬂleteﬁ Yas v Use system value

This setting will be used to enable or disable csp whitelist
for media-src

Defines the sources from which images can be loaded.

Whitelist entries
[store view] URL Type Action

Add Record

Please add URLs that you want to whitelist

e Object Src
o Enabled- Select "Yes" or "No" to enable or disable csp whitelist for object-src
o Whitelist entries- Please add URLs that you want to whitelist. By default, the type

of entry added would be host. You can also delete this entry and add multiple
entries.

Object Src

[5:22,:‘1 - v v| Use system value

This setting will be used to enable or disable csp whitelist
for object-src

Defines the sources for the object, embed, and applet
HTML elements.

e Script Src
o Enabled- Select "Yes" or "No" to enable or disable csp whitelist for script-src
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o Whitelist entries- Please add URLs that you want to whitelist. By default, the type
of entry added would be host. You can also delete this entry and add multiple

entries.

Script Src

Enabled

[store view] Yes

This setting will be used to enable or disable csp whitelist for script-src
Defines the sources for JavaScript script HTML elements.

Whitelist entries
[storeview]  URL/HASH

Type

Action

Pq3KG9KpfoqxdFBPx9qgxXjjawgS:

‘ hash

Add Record

Please add URLs or HASH that you want to whitelist

e Style Src

o Enabled- Select "Yes" or "No" to enable or disable csp whitelist for style-src
o Whitelist entries- Please add URLs that you want to whitelist. By default, the type
of entry added would be host. You can also delete this entry and add multiple

entries.

Style Src

Enabled

[store view] Yes

This setting will be used to enable or disable csp whitelist for style-src

Defines the sources for stylesheets.

Whitelist entries
[storeview] ~ URL/HASH

Type

Action

lovcoObfHVORELO8]MY/7tQivhit]

hash

Add Record

Please add URLs or HASH that you want to whitelist

Critical Security Overrides

©

v ‘ [ | Use

system
value

©

v ‘ [ ] Use

system
value

o Enable Unsafe Inline Script- This setting permits the execution of unsafe inline scripts,
which can be introduced by your developers / third party extensions / attackers. Make
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sure you assess these unsafe inline scripts before setting this to YES.

Caution: Enabling unsafe inline scripts is a temporary measure and should only be done under the
guidance of your developer. You must ask your developers or third party extension providers to
whitelist their inline scripts. This setting must NOT be left on 'YES' permanently, as it significantly
increases the risk of security vulnerabilities, making your site an easy target for attackers. Always
prioritise the security of your site and user data.

Critical Security Overrides )

Enable unsafe inline fc[:rsirlplts Yes - Use system value

This setting permits the execution of unsafe inline scripts, which can be introduced by your
developers / third party extensions / attackers. Make sure you assess these unsafe inline scripts
before setting this to YES.

Enabling unsafe inline scripts is a temporary measure and should only be
done under the guidance of your developer. You must ask your developers
or third party extension providers to whitelist their inline scripts. This
setting must NOT be left on 'YES' permanently, as it significantly increases
the risk of security vulnerabilities, making your site an easy target for
attackers. Always prioritise the security of your site and user data.

CSP Reports Grid

The CSP Reports Grid collects and displays all the CSP errors on both frontend and backend. To
enable report collection please make sure to add the following URLs in Security > CSP section of
your Store config:-

o Admin Default - https://BASE_URL/scommercereporturi/report/admin
o Storefront** Default** - https://BASE_URL/scommercereporturi/report/storefront

Configuration Q M L e
Scope:  Defautconfiy » (@
GENERAL v Mode 6
SECURITY ~

(= Admin Default

Content Security Policy (CSP) Report URI

P ws] | httpsi/iga2.scommerce-mage.co.uk/siteadmin/admin/scommercerepo
URI to repost CSP violations in admin area. Used for all admin pages that don't have
Security.tat owm URI configured above.

Google reCAPTCHA Admin Panel -
(=) Storefront Default

Google reCAPTCHA Storefront

Ref_:':_":ﬂ https:/iqa2.scommerce-mage.co.uk/scommercereporturireport/storef
URI to repost CSP vialations on storefront, Used for all storefront pages that don't
CATALOG A have own UR| configured above.

To access the grid go to Admin>System>Scommerce CSP Records> CSP Report Only Grid
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CSP Reports Q M & -

Y Filters
Actions v 11 records found 20 v | per page < 1 of 1 >
Blocked URL Report Type = Source URLs Policy violation | Last report date

httpswww.google.com/pagead/landing?ges=G111&gcd=13r3r3r3r51 &tag_exp=0&rnd=852104419,17272792618u
902 ri=hitps%3A%2FW2Fgal. scommerce-mage.co.uk2F&dma=0&np 1e49n0nT 1PTNTFNVT 27 398892a2008auid=10 Store Front httpsifigaZ.scommerce-mage.co.uk’ connect-src 2024:09-25 154748
81111819.1727170941

httpszifvww.google.com/pagead/landing?ges=G1118god=13t3t3t3t501 &tag_exp=08rnd=880174514.17272792678u
903 ri=hitps%3A%2F®2Fga2. scommerce-mage.co.uk¥2Fmense 2Ftops-mens2Fackets-men.htmi&dma=0&npa=0=m=45Heds Store Front
nONT1PTM7FNVT27398892a2008 avid=1081111819.1727170841

https./iga2.scommerce-mage.co.uk/menstops-men/jack

ets.men. html connect-src 2024-09-25 15:47:52

https://pagead2.googlesyndication.com/pageadrlanding?gcs=6100&gcd=13p3p3p3p5l &tag_exp=101671035~101
904 7477278&rnd=1081916902.17273277628url=hitps¥3A%2F%2Fga2 scommerce-mage.co.uk¥%2F&dma_cps=-&dmas0&npas1 Store Front https:/iga2. scommerce-mage.co.uk/ connect-src 2024.09-26 05:16:05
=m=45HedIn0n71 PTNTFNV7 273988924200

https:iipagead? ation com/pageadflanding?ges=G100&gcd=13p3p3p3p5i1 &tag exp=101671035-101 hitps:iiga2 scommerce-mage.co.ukfcollections/yoga
905 747727&rnd=30621933.17273277708rl=hitpeHIAN2FIFqa2 ce-mage.co.ukdh2Feollections2Fyega-newh sorefront WP INEpE.Cod YO8 comnectsre 2024-09-26 05:16:15
tmigdma_cps=-&d pa=1>m=45He49n0n7 1 PTNTFNVT273968
https:i/pagead ation.com/pag -G 1008ged=13p3p3p3psii Btag exp=101671035-101
hitps:/iga2 scommerce-mage.co ukfiona fitnesssho
906  7477278rnd=43187354.17273277828url= mrps%BAVZS%ZanZ scommerce-mage.co.uk¥2Fiiona-fitness-shart hml Store Front ps:iig mmen Lt connect-src 2024-09-26 05:16:24

&dma_cps=-&dma=0&npa=1>m=435HedIn0n7 1 PTNTFNVT 273968922 rLhiml

e ID:- Id of the record

e Blocked URL:- The URL reported in the CSP error

e Report Type:- Store Front (frontend) or Admin(backend), where the error was reported
e Source URLs:- The Source URL of the page where this error was reported

e Policy violation:- The CSP directive which was violated in this record.

e Last report date:- When was this error last reported.

Working of the extension

Steps to Check and Fix Console CSP Errors thorugh CSP Reports Grid

Go to Admin>System>Scommerce CSP Records> CSP Report Only Grid, select the error records
that you want to whitelist then from the Actions dropdown, select whitelist.

CSP Reports Q M Lo
Y Filters
Actions | - 11 records found (4 selected) 20 ¥ | perpage < 1 of1 >
Whitelist
Report Type | Source URLS Policy violation |~ Last report date
Delete
PETT om/pageadilanding?ges=G111&ged=13r3r3r3rsl1Atag_exp=0&rnd=852104419.17272792614u
| 902 | ri=hupsse3A2FH2FGa2. SCOMMerce-mage.co.uk%2FRAMa=0&npa=0>m=45He4%n0n7 | PTNFFNV7273988924200&auid=10 Store Front  hUps://qa2. scommerca-mage.co.uks conneet-sre 2024-09-25 15:47:48

81111819.1727170041

- P =13t i = = A
hitps:ifwwvi google.comipageadrianding?ges=G111&ged=13t3t3t3t511 &tag_exp=0&rnd=880174514.1727279267&u Y T i B

0 903  ri=https%3AR2F®2Fgad.scommerce-mage.co.uk®2Fment2Ftops-men%2Fackets-menhtmi&dma=0&npa=: =45Hedd Store Front e o connect-src 2024-09-25 15:47:52
nONT1PTNTFNVT273988922200&auid=1081111819.1 727170941 ’
https://pagead. ation.com/pags ing?gcs=G100&ged=13p3p3p3pS5ii &tag exp=101671035~101

v 904 7477278rnd=1081916902.17273277628url=https%3IAN2FU2Fqal scommerce-mage co.uk¥2F&dma_cps=-&dma=0&npa=1  Store Front  httpsi//qa2.scommerce-mage.co.uk/ connect-sre 2024-09-26 05:16:05
>m=45HedIn0n71PTNTFNVF27398832a200
https://pagead? ation.c =G100&ged=1 1&tag exp=101671035-101 .

=t https:/iqa2.scommerce-mage.co.uk/collections/yoga-

. 905  7477278rnd=30621933. 1?2?32?7?0&url h[(pS%BA‘:"ZF“ﬁZFQdZ SCOMMErce-mage. co ukd2Fcollectionss%2Fyoga-new.h Store Front l'l(?:: ?'mzl i B v ! ¥o8 CONNECt-src 2024-09-26 05:16:15
tml&dma_cps=-&dma=0&npas 1>m=45He43n0n7 1PTN7FNv7273988 !
https:/pagead. { dication.com/pagead/landing?ges=G1008god=13p3p3p3psh &tag_exp=101671035-101 .

il X A httpsi/fqa2. scommerce-mage.co.uk/fiona-fitness-sho N
906 T4772T&nd=43187354.1727327762&uri=shitps%IA%2FH2Fgal.scommerce-mage.co.uk ¥ 2Ffiona-fitness-shorthtml Store Front pasia B connect-src 2024-09-26 05:16:24

&dma_cps=-&dma=0&npa=1>m=45HedIn0nT | PTNTFNYT27398892a rhemi

Please clear caches as prompted:-
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CSP Reports Q M & -

" A total of 4 record(s) have been whitelisted. Please Flush Magento Cache.

Y Filters
Actions - 7 records found (4 selected) 20 v | per page 1| of1 »
Whitelist
p p o port d
Delete
lesyndication.com/pageadilanding?ges=G1008ged=13p3p3p3psh tag_exp=101671035-101 " Conaf
©] 906 747727Rrnd=43187354,17273277828urI=Nttps H3A%2FHIFGaL.SCOMMEr ce-mage co.uksk2Fllona-ftness-shart itmi StoreFront | (PSVIASASCOMMEICEMAECO.ULMONAMESSNC  connectisre 2024-09.26 05:16:24
&dma_cps=-&dmas0&npas1=m=45He44ninT1 PTNTFNVI 273588028 '
p: ation.comJp ng?ges=G1008gcd=13p3p3p3p5l1 &tag exp=101671035~101
L 07 rdf727&md 6044\7586 17273278058url= hnpsﬂesa%zmarqaz scommerce-mage.co.uk¥%2Fadma_cps=-&dma=0&npa=1&  Store Front hitps:/iga2.scommerce-mage.co.uk/ connect-sro 2024-09-26 05:16:42
gim=45Hed3n0n71PTN7FNV7 273988922200
https:/fwww.google.com.au/pagead/ 1 p-user-listH000000000 Frandom=17273278074998.cv=118f5t=17273268000 " .
httpsi/iga2.scommerce-mage.co.uk/collections/yoga-
v 808 00Bbg=ffAguid=ON&asynce1 >m=45bedsn0zE7 273068923201 26727 398896 ged=1 131313111 Adma=0&tag_exp=10 StoreFront |OPes & lans/yag img-src 2024-09-26 05:17:15
1671035~101747727&u_w=1920&u_h=1080&url=hitps¥3A%2FH2fq .
https:/iga2.scommerce-mage.co.uk/collections/yoga-
- 909  httpsifanalytics.tiktok.com/apiva/pixel/act Store Front P2d0 & SOrs: YOu connect-src 2024-09-26 05:17:15

new.html

Once done all the selected entries will be whitelisted into their specific CSP directive and should be
visible in the admin configuration.

Connect Src (D]

Enablef' Yes v Use system value

[store vi

This setting will be used to enable or disable csp whitelist for connect-src
Defines the sources that can be loaded using script interfaces,

Whitelist entries

URL/HASH Type Action
bat.bing.com host v &
ct.pinterest.com host v u
pixel-config.reddit.com host v u
tezinygg.euv.stape.io host - u
www.google.com host |~ ﬁ
www.redditstatic.com host | ~ ‘.‘*
pagead2.googlesyndication.com host | ~ ‘."
Add Record

Please add URLS that you want to whitelist

Note:- If you have already whitelisted the entries manually in the configuration then you can
delete these records from the grid by selection the records that you want to delete and then click
on Action dropdown and select delete.
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CSP Reports Q M Lew-

Y Filters
Actions - | 7 records found (3 selected) 20 * | perpage < 1| oft >
Whitelist
Report Type | Source URLs icy violation  Last report date
Delete
\com/pagead/landing?gcs=6100&gcd=13p3p3p3psl 16tag_exp=101671035-101 : .
v %06 747727&md =43187354.17273277828uri<h Fqa2 scommerce-mage.co.uki2Ffiona-fitness-shart html Store Front :':;pf':'l”qaz'“m“"e pEeikicasfinez e connect-src 2024-09-26 05:16:24
Bedma, cps=-Edmas08Np=! >m=45He43n0n71PTNTFNV7 273988925
2 ngges=G1008ged=13p3p3p3pS 18cag_exp=101671035-101
o 907 74772 = 17586.172732 71 Fga2.scommerce-mage.co.uk¥%2Fidma_op: AIMa=0&npa Store Front hatps://gaZ.scommerce-mage.co.uks CONNECt-5rc. 2024-09-26 05:16:42
EIMEASHe4SNONT1 PTNTFNYT 273988973200
np: google.com 1p-user: Trandom=1 727327807 499&ev=1 1 &fst=17273268000 - oo £
v s M N 215ma. 273939922201 27273 13131313111 Edmas0itag_expe10 Store Front :::;‘f‘f:r?s:nmmure,.mguauuol BELIONEYOgN —— 2024.08:26 05:1 715
1671035~1017477278u_w=1920&u_h=1080&url=hitps%3A%2F%2Fg o
H 1
e Check the errors present in the frontend's console.
e [0 Elements  Console  Sources  Network Performance Memory  Application @2 A6 BS @ H
B @ wp~ & Fite Errorsonly ™ 66 lssues: BS W54 @7
© [Report Only] Refused to load the script 'https://platform-api.sharethis,com/is/sharethis,jstver=1,5.7" because it violates the following Content Security Policy directive: "script-src staging.scommerce-mage.con/:1
assets.adebedtm.com *.adobe.com wov.googleadservices  com v, google-analytics. com googleads.g. ﬂoubleclif_k net analytics.google.com m.gmgmagm_anagm =.newrelic.com *.nr-data.net geostag.cardinalcommerce.cos
Lleafstag. cardinalcommerce. com geoapi.cardinalcommerce.com leafapi.cardinal @.com songbird.cardinal . com i de@2. com Som v, sandbox . payRal. com . payRalobiects. con t.paypal.com
s.ytimg.com ww.googleapls.com vimeo.com www.vimeo.com *.vimeocdn.com *.youtube.com https://www.gstatic,com/recaptcha/ https://wiw.google. com (gsamjm: . commerce-payment-services.com *.typekit.net google.com *.google.com
ameglobal.sc.omtrde.net *.magento-ds.com use.typekit.net *.stripe.com chimpstatic.com downloads.mailchimp.com *.list-manage.com *.opayo.eu.elaven.com js.braintreegateway.com assets.braintreegateway.com ¢.paypal.com
pay.google.com api.braintreegateway.com api.sandbox .com client-analytics. -com client-analytics.sandbox.braintreegateway. cos *.paypal.com songbirdstag.cardinalcommerce. con buttons-
config.sharethis.com 1.sharethis.com t.sharethis.com connect.facebook.net staging.scommerce-mage.com 'self' ‘unsafe-inline’ 'unsafe-eval'". Note that 'script-src-elem’ was not explicitly set, so 'script-src’ is used as @
fallback.

e Check the source of these errors.

O [Report Only) Refused to load the script 'hitpsi//platform-api.sharethis,com/is/sharethis. jsiver=1.5.7" because it viclates the following Content Security Policy directive: [TEcript

staging. scommerce -wage. com/; 1

assets.adobedtm. com *.adobe. com gleadservices, com 1 lytics.com googleads.g.doubleclick.net analytics.google.com wn,googletageanager.con * .newrelic, com jeostag. cardinalcommerce . com
leafstag. cardinalcommerce. com gecapi.cardinlcommerce.com leafapi.cardinalcommerce.com sengbird.cardinalcommerce.com includestest.cedcB2.com 1. com . sandb Rill.con lobigcts.com t.paypal.com
s.ytimg.com www, googleapis.com vimeo.com we vimeo. com *.vimeocdn.com *.youtube.com https://wew.gstatic.com/recaptcha/ https://wae. google.com/recaptcha/ *.commerce-payment-services.com *.typekit.net google.com *.google.com

£

ancglobal.sc.omtrdc.net *.magento-ds.com use.typekit.net *.stripe.com chimpstatic.com downloads.mailchimp.com = lls: -manage.com *.opayo.eu.elavon.com js.braintreegateway.com assets.braintreegateway.com c.paypal.com
pay.google.com api.braintreegateway.com api.sandbox.braintreegateway.com client-analytics.braintreegateway.com client-analytics. sandbox.braintreegateway.com *.paypal.com songbirdstag.cardinalcommerce.com buttons-
config.sharethis.com 1.sharethis.com t.sharethis.com connect.Facebook.net staging.scommerce-mage.com 'self’ ‘unsafe-inline’ ‘unsafe-eval'". Note that 'script-src-elem’ was not explicitly set, so 'script-src’ is used as a
fallback.

e Check the URL present in these errors.

© [Report Only] Refused to load the scripi
assets. adobedtm. com *.adobe.com wwi.goo,
leafstag.cardinalcomnerce. com geoapi.cardinalcomerce. con leafapi.cardinalcommence. con songbird. cardinalcommerce. con includestest.ccdcd?. com wum
s.ytimg.com www.googleapis.com vimeo.com www.vimeo.com *.vimeocdn.com *.youtube.com https://www.gstatic.com/recaptcha/ https://wwa.google.com/recaptcha/ *.commerce-payment-services.com *.typekit.net google.com *.google.com
amcglobal.sc.omtrdc.net *.magento-ds.com use.typekit.net *.stripe.com chimpstatic.com downloads.mailchimp.com *.list-manage.com *.opayo.eu.elavon.com js.braintreegateway.com assets.braintreegateway.com c.paypal.com
pay.google. com api.braintreegateway.com api.sandbox.braintreegateway.com client-analytics.braintreegateway.com client-analytics.sandbox.braintreegateway.com *.paypal.com songbirdstag.cardinalcommerce.com buttons-
config.sharethis.com 1.sharethis.com t.sharethis.com connect.facebook.net staging.scommerce-mage.com 'self’ ‘unsafe-inline’ ‘unsafe-eval'". Note that 'script-src-elem’ was not explicitly set, so 'script-src’ is used as a
fallback.

platform-ap

harethis. com/js/sharethis. js2ver=1.5.7" pecause it violates the following Content Security Policy directive: “script-src staging.scommerce-mage.com/:1
B 40 A=y "TTTk.net analytics.google.com www.googletagmanager.com *.newrelic.com *.nr-data.net geostag.cardinalcommerce.com
om t.paypal.com

e In the backend, add the URL to the source to which that error belongs to.

X
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Whitelist

entries
[store view]

URL Type Action

buttons-config.sharethis.com host v i'

ul

l.sharethis.com host v

t.sharethis.com host v

L[

connect.facebook.net host v

ul

u

https://platform-api.sharethis.cc host v

Add Record

e You would no longer see the error on the frontend

o Elements Console Sources Metwork Performance Memory Application

M@ twpr @& Fiter Errorsonly ¥ 11 st
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Fixing Inline Script and Inline Style
Content Security Policy Issues

In this section, we will show you how to fix the inline script and style related console errors for
Content Security Policy. Please check the image below:

— V' I— £ T
i€ L0 CElements Console Sources Metwork  Performance  Memory  Application ©5 455 m; @ i X
B @ twpvy & ¥ Filter Emorsonly v 62 bssues B2 W56 @4 2 hidden {8
© Refused to execute inline script because it violates the following Content Security Policy directive: "script-src assets.adobedts.com *.adobe.com wd,googleadservices.cos wed.google-analytics.cos checkout/@shipping:33

googleads . g.dovbleclick.net analytics.google.cos war, googletiguaniger, con geostag.cardinalcosmerce.com leafstag.cardinalcomserce.com gecapl.cardinalcommerce.com leafapi.cardinalcomserce.con songbird.cardinalcosserce.com
includestest.ccdcdl,com *.newrelic.com *.Ar-data.net b, payal. con s, Sandbox. pRRAL.CON M, QaVRALODIRCTS, con T.paypal.com s.yTimg.com we.@oogleanis.com vimeo.com wid, vises,con *.vimeocdn.com *.youtube.cos

BETRS: /e, gELaTic, com/recantehal hins:/ Vi, google, cos/recaptehal *. coRMErce-payment-services.com . typekit.net google.cos *.google.com ancglobal.sc.omtrde.net *.sagento-ds.com use.typekit.met Js.braintresgatevay.cos
a53ets.braintreegateway. com ¢.paypal.com pay.google.com api.braintreegateway.com api.sandbox,braintreegateway.cos client-analytics.braintreegateway.com client-analytics.sandbox.braintreegatewsy . com *.paypal.cos

songbirdstag. cardinalcommerce.com “self’ ‘unsafe-eval® ‘unsafe-hashes’ ‘nonce-dWROA3JodDgS YWImheNydTFiOWy czlkenBphNHERTHA=" “sha256- umssmuse:mlcmmms: !Iubum “shase-

g TAPRKE: p+GPQE=" ' shal5e-2rvFFrggTCtyFSWOLTri1g06E80ibjaNfnde VCBRDT=" "sha256- pBHCfHgrovs. VbGrtBs1 ELICSIE 1271wl INEOGIXS 1Y =" “shal5e-
nkEZknO0TxMxY SOk THER indPvg L pYum]x31B4F {k¥B=" ‘shal56-ad58701133ced0122425 AefBE2L 2ef40897° ", Either the ‘unsafe-inline’ Nmrd, a hash {* ﬂ!eﬂs SagMDORYLL 2 Lwyarv]gZtlGokCca YHUERCR axdavg="), or
a nonce (“nonce-...') is required te enable inline execution,

© Refused to execute inline script because it violates the following Content Security Policy directive: "script-src assets.adobedtm.com *.adobe.com ww,googleadservices,com we, google-analytics.con checkout /@shipping; 543
googleads .g.doubleclick.net analytics.google.com www.googletagmanager com geostag.cardinalcosmerce.com leafstag.cardinalcommerce.com geospl.cardinal .com leafapi. e.con songhird. cardinalcosmerce.com
includestest. ccded2. com ®.newrelic.com *.Ar-dta.net wo, picndl.Con s, Sandbox. piicpal. Con s, pavealobiects. con t.paypal.con 5. yting. com waw, googleapis.con vimes.con wa, vised. com *.viseocdn.coe *.youtube.com
https: e gatatic, con/recaptcha/ httos: /S google . cos/recaptchal *.commerce-payment-services.com *.typekit.net google.com *.google.com smcglobal.sc.omtrdc.net *.magento-ds.com use.typekit.net §s.braintreegateway.com
assets.braintreegatewsy . com ¢.paypal.con pay.google.com lnl.nraln:remtenay.(m api.sandbox. brafntree, om eli lyties.braintr com cld sandbe: &g .com *.paypal.cos
songbirdstag.cardinalcommerce,con “self” “unsafe-eval® ‘unsafe-hashes’ “nonce- mﬂiMNSWJMMGTF]M(Z]H(“EW!N!M— "shaZ56-| HNKSS‘ELDSG]Ilﬁ[(kxmjﬁhsﬂmm- “sha25h-
mex:ﬂenuxq»}mumsrs?uuW' sha56-2rvfFrggTCtyFSHOT rilg0s880ibid fnde +VCBRDT=" " shal56-pBNCFHHg: VbGrtBBiMGg=" "sh WIINGOGIXS L@Y=""sha;

AkE JCRTHERY RlpYisix31Bas] ' 'shal56-ad5FRSTR11332e401224286560624 ""’"’lﬂm'-"“. Either the dﬂ;i(e lnline MMI‘\!, a hash ('sha2Se- uh\’l.’1'.|\'S.fSPLvﬂUJLhUe!&\HixQ!eNvRIWFSB- 1, or
a nonce (“nonce-...') is required te enwle inline execution,

© »GET hitps://qa2.scommerce-mage.co.ukfcustoser/section/load/ isections=cartiforce new section tisestamp-falsel =172432427244]1 500 (Internal Server Error) Inuery,15:9940 &
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Identify the script or style tag that's causing the console error.
Create SHA256 hash of contents of with the script or style tag and then use bas64 to

encode this hash. It can be done all together :- https://emn178.github.io/online-

tools/sha256.html
Alternatively you can generate the hash using PHP as shown below.

$whitelistHash = base64_encode(hash('sha256', $content, true));

Next we add this hash to our module in the correct section i.e either style or script.
Let us look at examples to understand this process better:
Inline Style Error Example

e Suppose we identified the style thats causing the issue as follows:

<style>

body {

background-color: #f3f3f3;
}

</style>

e Next we will go the site and create a SHA256 hash as well as the base64 encode of this
hash of the contents of the style tag as shown in screengrab below:

€ 3 @ @ 5 emni7agithubiofonline-tools/sha2S6html * w GHO% s D0

sHaz SHA256

SHAz24 This SHASE online toel helps you ealeulste hash fram string or binary. You can input UTF-8, UTF-16, Hex to SHAZSE, It also supparts HMAC

SHA224 Fil

Settings nput Output

bedy { £atabiy/a03T]BIyBaFiULIEe] o Sl NN WDy ~dit=
background-color 3£3;

SHAZ-512 . @D moupdae

(D Remember input
SHAS »

ingut Encading
Keceak v

uTe-8

SHAKE -

Output Encoding
SHAKE . _—
e s LI

RIPEMD v

BLAKE w

e Now copy this hash and go to Stores>Configuration>Scommerce
Configuration>CSP Whitelist and scroll down to find the Style Src section. Add the
hash here as shown in the image below:


https://emn178.github.io/online-tools/sha256.html
https://emn178.github.io/online-tools/sha256.html
https://docs.scommerce-mage.com/uploads/images/gallery/2025-05/image-35-1.png

Style Src D)

Enabled

v
[store view] Yes Use

system

This setting will be used to enable or disable csp whitelist for style-src value

Defines the sources for stylesheets.

Whitelist entries

[storeview] ~ URL/HASH Type Action
lovcoObfHVOREL08jMY/7tQivhjtj hash v 'i'
Add Record

Please add URLs or HASH that you want to whitelist

e Please make sure hash is selected in the type dropdown. This should resolve the console
error.

Inline Script Error Example

e The identified script tag causing the issue is as follows:
<script>
console.log('Hello, world!");

</script>

e We will go the site(https://emnl178.github.io/online-tools/sha256.html) and create a

SHA256 hash as well as the base64 encode of this hash of the contents of the style tag as
shown in screengrab below:

& = @ @ %5 emni7agthubio/online-tooks/sha2sehtml -4 & !b a9 o O 0 @
SHAZ
SHA256

SHA224 This SHA256 online tool helps you calculate hash from string or binary. You can input UTF-8, UTF-16, Hex to SHA2S6. ht also supports HMAC,
SHAZ24 File

Settings Input Output

consale,loglHellie, wesld!h); I".m?:ﬁ&h}:33E:Cs;E\J'.'J.:.'a-'r{:RL':nE:'.“ZZg}RiL::‘I== I
Double SHA2SE
SHAZ.512 v @D sutoupsate
Remermber Input

Sk . @ .

Ingut Encoding
Keccak

UTF:8

SHAKE ~
Cutput Encoding

<SHAKE ’ Basebd

EhAc Y (I enabie HiAC
RIPEMD 4

BLAKE w

e Now copy this hash and go to Stores>Configuration>Scommerce
Configuration>CSP Whitelist and scroll down to find the Script Src section. Add the
hash here as shown in the image below:
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Script Src D)

Enabled

S Yes v Use
[store view]

system ‘

This setting will be used to enable or disable csp whitelist for script-src value

Defines the sources for JavaScript script HTML elements.

Whitelist entries

[storeview] ~ URL/HASH Type Action
Pq3KG9KpfoqxdFBPx9qgxXjjawgS: hash v i
Add Record

Please add URLs or HASH that you want to whitelist

e Please make sure hash is selected in the type dropdown. This should resolve the console
error.

If you have a question related to this extension please check out our FAQ Section first. If you can't

find the answer you are looking for then please contact support@scommerce-mage.com.
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