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Installation



e Download Extension: Once you have placed the order from our site then go to the
Account section, click on My Downloadable Products, and download the extension
package.
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e Installation via app/code: Upload the content of the module to your root folder. This
will not overwrite the existing Magento folder or files, only the new contents will be added.
After the successful upload of the package, run the below commands on the Magento 2
root directory.

php bin/magento setup:upgrade
php bin/magento setup:di:compile

php bin/magento setup:static-content:deploy

e Installation via Composer: Please follow the guide provided in the below link to
complete the installation via Composer.
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https://docs.scommerce-mage.com/magento-2-extensions/installation-via-

composer/installation-via-composer

Configuration Settings for Security Base

Go to Admin > Stores > Configuration > Scommerce Configuration > Security Base

General Settings

e Enabled - Select "Yes" or "No" to enable or disable the module.
e License Key - Please add the license for the extension which is provided in the order
confirmation email. Please note license keys are site URL specific. If you require license

keys for dev/staging sites then please email us at support@scommerce-mage.com.

General

Enabled

[store view]

License Key
[store view]

‘ Yes v | [ | Use system value

This setting will be used to enable or disable module

‘ $2y$103sNyuEo53zPwtA4G5j018e.BE/DaV]qcbVyLubj |

This setting will be used to verify your license key for the give
domain

N.B. License keys are domain specific so for your testing or staging sites
please email us at core@scommerce-mage.com

Configuration Settings for Security

Checklist

Go to Admin > Stores > Configuration > Scommerce Configuration > Security Checklist

General Settings

e Enabled Security Checklist - This setting will be used to enable or disable admin

security checklist

e Enable Database prefix check :- This setting will be used to enable or disable check for
DB prefix. Database prefix added to make it work you also need to make changes in

database.

e Enable FE Captcha check:- This setting will be used to enable or disable checks for
Frontend Captcha. Go to Stores > Configuration > Security > Google reCAPTCHA
Storefront in order to verify it.
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e Enable BE Captcha check:- This setting will be used to enable or disable checks for
Backend Captcha. Go to Stores > Configuration > Security > Google reCAPTCHA
Admin Panel and Stores > Configuration > Admin > CAPTCHA Storefront in order to

verify it.

 Enable Magento version check- This setting will be used to enable or disable check for
Magento Version and latest security patches.

Security Checklist

Enabled Security Checklist

Yes v

Use system value

[global]
This setting will be used to enable or disable admin security checklist

Enable Database prefix check
[global]

This setting will be used to enable or disable check for DB prefix, Database prefix added
in app/etc/env.php file, to make it work you also need to make changes in database.

Enable FE Captcha check
[global]

This setting will be used to enable or disable checks for Frontend Captcha. Go to Stores >
Configuration > Security > Google reCAPTCHA Storefront in order to verify it

Enable BE Captcha check
[global]
This setting will be usad to enable or disable chacks for Backend Captcha. Go to Stores >
Configuration > Security > Google reCAPTCHA Admin Panel and Stores >
Configuration > Admin > CAPTCHA Storefront in order to verify it.

Enable Magento Version check
[global]

This setting will be used to enables or disable check for Magento Version and latest
security patches

e Enable Admin Users check-:- This setting will be used to enable or disable check for
Admin Users Security. Especially usernames, password lifetime policy and login activity.
Go to Stores > Configuration > Advanced > Admin > Security Or Go to System >
Permission > All users to manage admin users

e Admin Usernames Stop List:- You can add list of usernames that shouldn't be used for
admin accounts. Comma separated.

e Enabled Admin Path Check:- This setting will be used to enable or disable check for
Admin Path Security. Admin Path is configured and go to Advanced > Admin > Admin
Base URL > Use Custom Admin Path to change it

e Admin Path Stop List:- You can add list of paths that shouldn't be used for admin.
Comma separated.

e Enable Content Script Check:- This setting will be used to enable or disable check for
scripts added in your content or configuration

Yes v Use system value

Yes v Use system value

Yes v Use system value

Yes v Use system value
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Enable Admin Users c[grl'noeaik] Yes - [ ] Use system value

This setting will be used to enable or disable check for Admin Users Security, Especially
usernames, password lifetime policy and login activity.

o to Stores > Configuration > Advanced > Admin > Security

Or

Go to System > Permission > All users to manage admin users

Admin Usernames Stop List | admin,office,manager support,asd,qwe ‘ [ ] Use system value

[global]
You can add list of usernames that shouldn't be used for admin accounts. Comma
separated.
Enable Admin Path check
fglobal] | fes v [ ] Use systern value

This setting will be used to enable or disable check for Admin Path Security. Admin Path is
configured in app/etc/env.php file or go to Advanced > Admin > Admin Base URL >
Use Custom Admin Path to change it

Admin Path Stop List

[Elobai] | admin,office, MANAGER ‘ [ ] Use systermn value

You can add list of paths that shouldn't be used for admin. Comma separated.

Enable Content Script Check
? [global] | ves v ‘ [ ] Use system value

This setting will be used to enable or disable check for scripts added in your content or
caonfiguration

e Enabled Checklist Check Cron Job:- This setting will be used to enable or disable
checklist cron job

e Checklist Cron Schedule:- This will allow you to define schedule how often you want to
clear Login Attempts logs cron.

Enabled Checklist Check Cro[gojfah] ‘ Yes v ‘ [ ] Use system value

This setting will be used to enable or disable checklist cron job

Checklist Cron Schedule

* W ke * *

(elobal] 2 ‘ [ ] Use system value
This will allow you to define schedule how often you want to clear Login Attempts logs
cron
£ A A A 3
(N
| || | +---- Day of the Week (range: 1-7, 1 standing for Monday)
[ ] ] #------ Month of the Year (range: 1-12)
| | +-------- Day of the Month (range: 1-31)

[ Hour (range: 8-23)
B it Minute (range: 8-59)

Example: & @ * Daily at midnight

Configuration Settings for Admin Activity
Logger
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Go to Admin > Stores > Configuration > Scommerce Configuration > Admin Activity
Logger

General Settings

e Enabled - Select "Yes" or "No" to enable or disable the module.
e License Key - Please add the license for the extension which is provided in the order
confirmation email. Please note license keys are site URL specific. If you require license

keys for dev/staging sites then please email us at core@scommerce-mage.com

e Admin Users Login Activity Enabled - Enable / Disable activity. It will log login activity
of the admin users.

e Page visit History Enabled - Enable / Disable page history visiting log.

e Clear Admin Activity Logs After - Enter value. Clear all admin activity logs will be
cleared after X days.

e Enabled Profiler - Enable / Disable time profiler. Duration of the operations will be

logged.
General Settings
E_r.!able Yes ., ﬁ;ﬂ:uctl:f&s' to enable the
License Key | $2y$103CA900ffrygtWDupfriszhez0MIQnDXWQSeGrEoDZWSpEIVLIUCY - m‘iﬂfﬁcmse i
Admin users Login Activity En_a.l:lh‘_q Yes i %ﬁ: IZ—?; ﬁgeffm:

Will log logen activity of the admin wsers

Select “Yes” to enable the
Yes * * Page Visil History

Enable page history visitng log

Page Visit History Enabled

Piease add the Clear

Clear Admin Activity Logs After | -
i a b Sl “ " Admin Activity Logs After
Clear all admin aczvity logs will be cleared after X days
bi fil Select "Yes" to enable the
Enable Pro iler | o |
Enabla time profiler. Duration of the oparations will be logged

Modules Activity Logger

e Order - Select "Yes" to enable. It will log order related activities.
Product - Select "Yes" to enable. It will log product related activities.
Category - Select "Yes" to enable. It will log category related activities.
Customer - Select "Yes" to enable. It will log customer related activities.
Email Template - Select "Yes" to enable.

Page - Select "Yes" or "No" to Enable / Disable.

Block - Select "Yes" or "No" to Enable / Disable.

Widget - Select "Yes" or "No" to Enable / Disable.

Theme - Select "Yes or "No" to Enable / Disable.

System Configuration - Select "Yes" or "No" to Enable / Disable.
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e Product Attributes - Select "Yes" or "No" to Enable / Disable.
e Admin User - Select "Yes" to enable. It will log all users activities.
e SEO - Select "Yes" or "No" to Enable / Disable.

Module Activity Logger

order | ves ’

Product | ves "

Cat;ﬁggﬁ Yes v

CUSt[;:::Emr] Yes v

Prcm[glzigarl} Ves v

Email Temp;;;?jils] Ves v

FaEe s "

o [ '

widget [y .

Tgﬁj’;ﬁ Yes v

System Configuration Yes v
[global]

Product Attri[bg:;ttzﬁ Yes v

,|I!tu|:|mirgE :isbealr] Yes v

[EIEE:IZ; Yes v

e Admin Activity Logger - You can view admin activity logger from, Admin > System >
Scommerce Admin Activity Logger > Admin Activity / Login Activity.
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e Admin Activity Grid - In the back-end under Admin Activity Logger grid you can view all
the admin activities details from Admin > System > Admin Activity Logger. This grid
will have, Admin Username, Name, Activity Type, Store View, Module, Full Action, IP, Item,
Revert and Action columns.

o Date: - The exact date and time of the activity performed.

o Admin Username: - user name of the admin.

o Name: - The name of the admin.

o Activity Type: - Type of activity performed

o Store view: - Name of the store view

o Module: - The name of the module used in the activity.

o Full Action: - It contains the URL path of the activity performed.

o IP Address: - The IP address of the user.

o Item: - Activity related item such as a product or system configuration changes.

o Revert: - If the action is not complete then the REVERT column will have the
notification.

Action: - It contains view where you can see the key details of the activity such as

general and item info.

o
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Admin Activity Logger

e Admin Logger Detailed View for Admin Activities - To get more details about each
particular action simply click on the 'View' link from Admin > System > Admin Activity
Logger > Select Log > Click on 'View' > General, to view all the detailed data.

o You can view all the general details of the user's activity in the general tab.

ACTIVITY LOG DETAILS
General Information

General Admin Username activitylogger

Name activitylogger activitylogger

Store View 0
Admin

Scope default

Action Type view

e Admin Logger Detailed View for Item Info - You can view the item details from
Admin > System > Admin Activity Logger > Select Log > Click on 'View' > Items
info.

o This section contains all granular information. For instance if you place an order from
the admin panel then all the details of the order such as price, store, etc. Are visible
in this section.

REVERT

REVERT|

REVERT

REVERT]

REVERT|

REVERT|

REVERT

REVERT|
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e Login Activity Grid - You can view login activities from Admin > System >
Scommerce Admin Activity Logger > Active Sessions. It logs details of each and
every single activity along with what value being changed by who and when. This section
contains following information: -
o Date: - The precise date and time of the log.
o Type: - whether logged in or logged out.
o Username: - Username of the person is stored here.
o Name: - Name of the user
o Ip Address: - You can see the IP address here.
o User Agent: - The browser and device details of the user are shown here.
o Status: - If the login fails then the status will show FAILED and if the login or logout
is successful then it shows SUCCESS
Login Activity Logger QA M 1w
W Filters AE»  Deladt Ve w “ ce
29 records found 20 * | per page 1 of

IF Address Usar Agent
2013-01-0% 15:08:50 Lagin actwitylopger Activitylogger Activitylogger 9Z2.2.1,168 Browser Name: Chrome [=
Browser Version: 110357598

Platform: wiosdows
Device: Deskiop

2013-01-09 15:08:37 Logout 52.2.1.166 Browser Name: Chrome 5
Browser Verslon: 71 0457898 .

e Active Sessions Grid- You can view Active Sessions from Admin > System > Login
Activity > Login Acti. It logs details of every active admin session on the store. The
active session is listed with various useful details. Also, it gives the admin the option to
terminate any active admin session through the "Terminate" button under the action
column. Once terminated that admin will be logged out of the account automatically.
Furthermore, the grid is completely filterable using various columns. This section contains
the following information: -

o Id: - A Unique ID for each active session.
o Admin Username: - Username of the admin of that particular active session.
o IP: - IP address of the admin of that session.

Last Action: - Last action performed by the admin of this session.

o
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o User Agent: - Various platform, device, and browser information of the admin of
this session.
o Action: - Contains the option to terminate this particular session.

Active Sessions Q O L«
Yr
Id Admin Username [ Last Actien
from
to
Actions v 2 records found 20 * | perpage { 1 of 1

W < Admin Username P Last Action User Agent Action

Browser Name: unknown
Browser Version: unknown

1315 admin.login 27.72103.14 None . Y Terminate
Platform: unknown

Device: Desktop

Browser Name: Chrome
Browser Version: 116.0.0.0
1316 vogue 106.51.62.187 None IR - Terminate

Device: Desktop

Configuration Settings for Admin Login
Security

Go to Admin > Stores > Configuration > Scommerce Configuration > Admin Login
Security

General Settings

o Enabled Admin Login Security - Select "Yes" or "No" to enable or disable the module.

e Failed Attempts Limit :- Set the attempt limit for admin login. Once exceeded the
account will be locked out or blacklisted as per further configuration. Make sure this limit
is less than default Magento configuration.

e Apply Action On Exceed Limit:- Choose the penalty for exceeding the failed attempt
limit, between "Lockout" or "Blacklist. Lockout - When the number of failed attempts
exceeds, the IP will remain blacklisted until the 'Valid till' time limit. The 'Valid till' limit
can be defined by the configuration 'Locked out period (in hours)'

Blacklist - This action will be applied when the 'Failed Attempts Limit' is exceeded and
the IP will be blacklisted until it is manually removed.

e Locked out period (in hours):- Set the "Valid Till" limit for the Lockout feature. The
accounts will be locked out for period entered in this configuration.

e Block Email Enabled:- Enable Emails when any lockout or blacklist occurs. The email is
sent to the Store Owner as well as the blacklisted/locked-out user.


https://docs.scommerce-mage.com/uploads/images/gallery/2025-06/MrRimage-47-1.png

Admin Login Security

Enabled Admin Login Security
[global]

Failed Attempts Limit
[global]

Apply Action On Exceed Limit
[global]

Locked out period (in hours)
[global]

Block Email Enabled
[global]

Yes v

This setting will be used to enable or disable admin login security

3

Set the attempt limit for admin login. Once exceeded the account will be locked out or blacklisted
as per further configuration. Make sure this limit is less than default Magento configuration.

Lockout v

Lockout - When the number of failed attempts exceeds, the IP will remain blacklisted until the
Valid till' time limit. The "Valid till' limit can be defined by the configuration "Locked out peried (in
hours)'

Blacklist - This action will be applied when the 'Failed Attempts Limit' is exceeded and the IP will
be blacklisted until it is manually removed.

Set the “Valid Till" limit for the Lockout feature. The accounts will be locked out for period entered
in this configuration.

Yes &

Enable Emails when any lockout or blacklist occurs. The email is sent to the Store Owner as well
as the blacklisted/locked-out user.

©

v| Use
system
value

Use
system
value

| Use
system
value

V| Use
system
value

Use
system
value

e IP Block Email Template:- Select the email template to be used to send the email when
a lockout/blacklist occurs.

e Block And Lock Event Email Sender:- Select the sender email from your Default

Magento configuration in case of lockout or blacklist.
e Recipient Block Email:- Add the email (store owner) which will get emails about each

and every lockout/blacklist. Whenever a lockout/blacklist happens the email will be sent to

this address as well as the user.
e Enabled Clear Login Attempts Logs Cron Job:- Set "Yes" or "No" to enable or disable

clear logs cron job.

e Clear Login Attempts Logs Cron Schedule:- Set the cron job to define how often you
want to clear Login Attempts logs
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IP Block Email Template

igloban | |P Block Email Template (Default) v v Use
system
Select the email template to be used to send the email when a lockout/blacklist occurs. value
Block And Lock Event Email
Sender = Ceneral Contact v ¥| Use
system
[globall  select the sender email from your Default Magento configuration in case of lockout or blacklist. \-’:hje
Recipient Block Email
[global] v|Use
. _— . _ system
Add the email (store owner) which will get emails about each and every lockout/blacklist. I
Whenever a lockout/blacklist happens the email will be sent to this address as well as the user, value
Enabled Clear LuLgln Aé:tempt; Yes . < Use
08s I'Ol‘ll OJ;I] _ system
g This setting will be used to enable or disable clear logs cron job value
Clear Login Attempts Logs |, .« 7| Use
Cron Schedule system
[global]l  This will allow you to define schedule how often you want to clear Login Attempts logs cron vilue
* % * * %
Ll
| | | | +---- Day of the Week (range: 1-7, 1 standing for Monday)
| | | +==———- Month of the Year (range: 1-12)
| | +=——————- Day of the Month (range: 1-31)
| oo Hour (range: 0-23)
L Minute (range: 0-59)

Example: 0 0 * Daily at midnight

e Clear Login Attempts Logs Older Than X Days:- Set the number of days based on
which the Login attempts Logs will be cleared based which are older than the set days.
For eqg:- if set 2, any login attempts logs older than 2 days will be cleared.

e Enabled Clear Lockouts Cron Job:- Set "Yes" or "No" to enable or disable clear of not
active lockouts by cron job

e Clear Lockouts Cron Schedule:- Set the cron job to define schedule how often you
want to clear logs

e Allowed Countries:- Block users from one or multiple countries. If no country is selected,
all countries are allowed.
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Clear Login Attempts Logs Older Than X Days

a0 vl
lglobal] 2 Use system
- ) ) . value
Set the number of days based on which the Login attempts Logs will be cleared based which are
older than the set days. For eg:- if set 2, any login attempts logs older than 2 days will be cleared.
Enabled Clear Lockouts Cmnjqb s ; ¥ Use system
[global]
. R ) . . : ) value
This setting will be used to enable or disable clear of not active lockouts by cron job
Clear Lockouts Cron Schedu!e 001 ** +| Use system
[global]
value

This will allow you to define schedule how often you want to clear logs cren

==== Day of the Week (range: 1-7, 1 standing for Monday)

Fmm Month of the Year (range: 1-12)
e Day of the Month (range: 1=31)
R e Hour (range: 0-23)
T — Minute (range: 0=59)

Example: 0 0 * Daily at midnight

Allowed Countries

[website] ¥| Use system

value

Block users from one or multiple countries. If no country is selected, all countries are allowed.

e Enabled Whitelist:- Set "Yes" or "No" to enable or disable whitelisting for an IP. If
enabled, the user won't be allowed to log in until the IP is whitelisted.

e Whitelist Email Enabled:- Set "Yes" or "No" to enable or disable whitelist Email. If this is
enabled, the user will be sent an email with a link that allows them to either approve or
deny the login.

Approve - By approving, the IP will be added to the whitelist.
Deny - The IP will be added to the blacklist if denied.

e Whitelist request lifetime:- Set the request lifetime to define how long whitelist
request will be valid in hours By default 1 hour.

e IP Whitelist Email Template:- Select the email template for the login approval email
that is sent to the user, based on the approval the user is whitelisted or blacklisted.

o Whitelist Event Email Sender:- Select the sender email to be used to send out the User
approval/whitelist email to the user.

o Recipient Email:- Add the email (store owner) which will get emails about User
approval/Whitelist emails. Whenever a user-approval/whitelist happens the email will be
sent to this address as well as the user so store owner can also approve or deny the user
from the email.
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Enabled Whitelist

(global] Yes v | | Use
: o : o system
This setting is intended to enable or disable whitelisting for an IP. If enabled, the user won't be |
allowed to log in until the IP is whitelisted. value
Whitelist Email Enabled —
(global] Yes w | | Use
- _ . ) : system
If this is enabled, the user will be sent an ernail with a link that allows them to either approve or |
deny the login. value
Approve - By approving, the IP will be added to the whitelist.
Deny - The IP will be added to the blacklist if denied.
Whitelist request lifetime —
[global] 1 || Use
) - . : s system
This setting will be used to define how long whitelist request will be valid in hours value
By default 1 hour
IP Whitelist Email Temg(l)_abgﬁ Whitelist Login Attempt Email Template (Default) r |v| Use
: : ) ) system
Select the email template for the login approval email that is sent to the user, based on the |
approval the user is whitelisted or blacklisted. value
Whitelist Event Email Sender —
[global] | General Contact v |w] Use
system
Select the sender email to be used to send cut the User approval/whitelist email to the user. value
Recipient Email —
[Elobal] |!| Use
system
Add the email (store owner) which will get emails about User approval/Whitelist emails. Whenever vﬁue

3 user-approval/whitelist happens the email will be sent to this address as well as the user so
store owner can also approve or deny the user from the email.

Scommerce Admin Login Security

Go to Admin > System > Scommerce Admin Login Security>

Admin Login Attempts

The Admin Login Attempts grid keeps a record of every login attempt made to the admin panel
with various key details such as:-

[ ] ID

e [P Address
Success

Admin Username
Created At

The grid is completely filterable with various columns such as ID, IP Address, Admin Username,
Created At, etc.
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Admin Login Attempts Q M0 A voge-

Y Filters © Default View - n- Columns =
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Cancel Apply Filters
92 records found 20 ¥  per page 1 of 5 >
1D L IP Address Success Admin Username Created At
112 5.64.221.36 SUCCESS koshlesh 2023-12-27 10:08:45
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114 178.205.102.186 | SUCCESS | alexdemod 2023-12-27 11:47:26
15 178.205.102.186 SUCCESS alexdemod 2023-12-27 11:49:01
116 5.64.221.36 | SUCCESS | login.activity 2023-12-27 12:01:37
117 178.205.102.186 SUCCESS alexdemo4d 2023-12-27 12:04:53

Blacklist

The blacklist records grid contains information about all the blacklist users with several details such
as ID, IP Address, Admin Username, Valid till, Created At, and Action. This grid is completely
filterable. Each of the record can be deleted or edited from the Action column.

Blacklist

¥ Filters © Default View ﬁ Columns w
o Valid till Created At IP Address
from from from
to to to

Admin Username

Cancel Apply Filters

2 records found 20 ¥ | per page 1 of 1

1P Address Admin Username Valid till Created At

28 23.106.56.43 alexdemod 2023-12-29 13:48:06 2023-12-29 11:48:06 Select &

Edit
32 82.132.230.161 2023-12-2912:14:05 '
Delete

Go to Action>Edit and you can change various details for each of the records such as IP Address,
Username, and Valid till date.
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€ Back Delete Save and Continue Edit m

IP Address * | 23.106.56.43

Admin User alexdemo4 T
Valid Till 12/29/2023
Created At 12/29/2023

Whitelist

The Whitelist records grid contains information about all the blacklist users with several details
such as ID, IP Address, Admin Username, Created At, and Action. This grid is completely filterable.
Each of the records can be deleted or edited from the Action column.

Whitelist Q 40 L vope-
Add Entry
Y Filters @ Default View v £# Columns v
2 records found 20 v | per page < 1 of 1 >
D 1 | IP Address Admin Username Created At Action
3 106.51.62.187 2023-12-28 09:23:45 Select *
12 178.205.102.186 alexdemod 2023-12-29 11:26:23 Select v

Go to Action>Edit and you can change various details for each of the records such as IP Address,
and Username.

€ Back Delete Save and Continue Edit m

IP Address * | 178.205.102.186

Admin User alexdemod ¥

Created At 12/29/2023

Security Checklist Report

Go to Admin > System > Scommerce Security> Security Checklist
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Security Checklist Report

The Security checklist grid has several distinctions for various checks: Warning, Error, and Success

e Admin password Protection: - For Admin password protection, if a password change is
not forced, the user will see an error. If the lifetime is more than 90 days, the user will see
a warning. If a password change is forced and the lifetime is less than 90 days, then the
user will see success.

o Magento version check: - For a Magento version check, if the version is outdated, the
user will see an error. Otherwise, the user will see success.

o Database Prefix check: - For the Database prefix check, if the table prefix is not set in
the configuration file, the user will see an error. Otherwise, the user will see success.

e Frontend ReCaptcha Protection - For Frontend ReCaptchaProtection, if all frontend
forms are protected with Recaptcha, the user will see success. When some forms are
protected, the user will see a warning. If none of the forms are protected, the user will see
an error.

e Admin Captcha Protection:- For Admin Captcha protection, if all backend forms are
protected with Captcha, the user will see a success. When some forms are protected, the
user will see a warning. If none of the forms are protected, the user will see an error.

e Admin path protection: - For Admin path protection, if the user's admin path doesn't
contain words from the stop list, doesn't contain numbers or capital letters, and is at least
15 characters long, the user will see a success. If any of the criteria mentioned are not
fulfilled, the user will see a warning.

e Admin usernames check:- For Admin usernames check if the username contains words
from the stop list or if the username contains numbers, the user will see a warning.
Otherwise, success.

o Admin users activity check: - For Admin admin user activity check if the account is
unused, the user will see a warning. Otherwise, success.

e Check for static scripts inserted from Config and CMS Pages: - For Static scripts in
Configuration, CMS Blocks, and CMS Pages, if a text field has a static script, the user will
see a warning. Otherwise, success.



Scommerce Security Checklist

Here is your security report from 2024-01-30 13:08:10

X

X

Database prefix check

- Table prefix is NOT set in configuration file

Magento version check

Generate Report

- Your Magente version is outdated. Upgrade Magento to protect your store. Your version - 2.4.5-p2. Latest Version - 24.6-p3.

Frontend ReCaptchaProtection

-reCaptcha IS DISABLED for all frontend forms

Admin Captcha protection

- Admin forms are not protected with Captcha

Check for static scripts in CMS Blocks

- Following Blocks contain scripts.

- 2. Tithe - Consact us info, dentifier - contact-usnto

Admin path protection
- Your admin path containwords from stop st

- Admin path should contain following characters - numbers, capital letters
+ Your Admin path looks short. We recommend to set length at least 15 characters.

Admin usernames check

- This username contains words from stop list - admin

If you have a question related to this extension

please check out our FAQ Section first. If you can't

find the answer you are looking for then please contact support@scommerce-mage.com.
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