Magento 1 GDPR
Compliance: Anonymisation

of order data

Select GDPR countries - This setting allows you to will be able to choose which consent
parameters to be sent to Google as granted or denied. Users from countries not included on the list

will always send consent parameters as granted to Google.
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Installation

e Disable Compilation Mode: To check that this is disabled, go to System>Tools >
Compilation. If the compiler status is 'Disabled’, you are ready to go. If not, simply click
the 'Disable' button on the right hand side of the screen.

e Upload Package: Upload the content of the module to your root folder. This will not
overwrite the existing Magento folder or files, only the new contents will be added.

e Clear Caches: This can be done from the admin console by navigating to the cache
management page (System > Cache Management), selecting all caches, clicking
‘refresh' from the drop-down menu, and submitting the change.
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Configuration Settings for GDPR
Compliance

Go to Admin > Stores > Configuration > Scommerce Configuration > GDPR

General Settings

e Enabled - Select “Yes” or “No” to enable or disable the module.
e License Key - Please add the license for the extension which is provided in the order
confirmation email. Please note license keys are site URL specific. If you require license

keys for dev/staging sites then please email us at support@scommerce-mage.com

e Enable Customer Account Deletion/ Anonymisation - Set to “Yes” if you want to
delete record on the frontend from my account.

e Order anonymisation after (days):- Number of days to anonymise personal data in
order related tables. Leave it blank for not anonymising any personal data automatically.
Please note: Anonymised data can't be restored so please test this on your test
site before enabling

e Chunk of orders to anonymise:- Enter the number of orders to anonymise in one go. If
you have huge amount of transactions in the system then you should limit the number of
transactions to be anonymised when cron job runs every hour.

e Quote expires after (days):- Enter the number of days to set personal data to NULL in
sales flat quote table.

e Enable Debugging:- Set "yes" to log debugging data related to quote and order
anonymisation in the log file under var/log/anonymisation.log
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General Settings

Enable | Yes LS [STORE VIEW]

License Key |gdr.298/2.3XY [STORE VIEW]
& Plzass enter license key

Enable GDOPR country check |es - [ETORE WIEW]
4 This seiting enables you to specify a list of countries
whosa users will encounter the coolie banner and
hawe the opportunity to accept or reject cookies. Usars
from countries not included on the list will not see the

cookie banner

Select GDPR counfries Afghanistan - [GLOBAL]
Aland Islands

Albania

Algeria

American Samoa

Andorra

Angola

Anguilla

Antarctica

Antigua and Barbuda -

& This setting allows you to select a list of EEA and UK
countries whose users will encounter the cogkie
banner and hawve the opportunity to accept or reject
cookies. Users from countries not included on the list
will not see the cockie banner.

Enable Customer Account | Mo L") [STORE VIEW]
Deletion ! Anonymisation 4 |f set to "yes" then customers can delete their record
on frontend fram my account section

Order anonymisation after (days) | [GLOBAL]
& Mumber of days to anonymise personal data in order
related tables. Leave it blank for not ancnymising any
personal data automatically.
Pleass note: Anonymised data can't be restored so
please test this on your test site before enabling

Chunk of orders to anonymise 0 [GLOBAL]
& If you have huge amount of transactions in the system
then you should limit the number of transactions to be

anonymised when cron job runs every hour

Quote expires after (days) |EI-EI- [GLOBAL]
& Mumber of days to set personal data to MULL in
sales flat_guote table

Enable Debugging |es w [GLOBAL]
& |f setto "yes" it will log debugging data related to quote
and order anonymisation in the log file under

varflogfanonymisation.log

Cookie Notification Message

e Enable Cookie Message - If set to “yes” then cookie message will be shown to
customers on the frontend.

e Block access to site until cookie policy is accepted - If set to “yes” then customer
access to site will be blocked until cookie policy is accepted. If set to “no” then just normal
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cookie message block will be shown until cookie policy is accepted, but the access to the
site will be allowed.

Cookie text message - This message will show in cookie policy area on the top of the
website.

Cookie notification message position - Choose position of the cookie notification
message to either at the top or bottom of the page.

Information page - Static page with detailed information about cookie settings.
Override Information page - Use this internal or external link for learn about cookie
settings. This will override information page setting, please leave this blank if you don’t
want to override.

Cookie link text - Text to link to information page
Cookie text color - Text color for cookie message

Cookie link color - Text Color for links on cookie message
Cookie Background Color - Background color for cookie message



Select “Yes" 1o enable the

Enable cookie message Yes Ll v Cookie Message

s If set to "yes” then cookie message will be shown to
customers on the frontend

) Select “Yes” for Block
policy is accepted a It set to “yes” then customer access 1o site will be policy is accepted
blocked until cookie policy is accepted. If set to "no” ;
then just normal cookie message block will be shown
until cookie policy Is accepted, but the access to the
site will pe aliowed
Cookie text message We use cookies on this website to improve your Please add the Cookie Text
shopping experience. We use cookies to remember Message
log-in details and provide secure log-in, collect
statistics to optimize site functionality, and deliver
content tailored to your interests. Click accept to
give your consent 1o accept cookies and go directly
to the site or click on more information to see
detailed descriptions of the types of cookies we
store.
i
s+ This message show in cookie policy area Flease select the Cookie
Cookie notification message Top vy +—— m“ﬂm Masaage
position s Choose position of the cookie notificaton message
- Please select the
4 Use this page for learn about cookie settings.
| Please add the Override
Owverride Information Page Information Page
» Use this internal or external link for leam about cookie !
settings. This will ovemde information page setting,
please leave this blank if you don't want to override
— Please add the Cookie Link
Cookie link text Click here to leamn about cookie settings. M Text
s« Text on link to Information Page
) Pleasze add the Cookie text
Cookie text color FFFBCT i color
s+ Color of Cookie Text Message
_ : Please add the Cookie link
Cookie link color Fa0 s color
& Color of links in cookie policy area
) Pleaze add the Cookie
Cookie background color 333 “— background color

+ Background color of cookie policy area

Cookie Notification Message

o Email Sender - This email address gets used to send link to customers to delete their
account as well as send deletion confirmation email to customers.

o Enable Sending email communication to customers - If set to Yes then customers
will receive email related to their account deletion.

o Confirmation Email Template - Email template to send email link to customers to
delete their account.
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e Delete Confirmation Email Template - Email Template to send email deletion
confirmation to customers after successfully deleting their account

e Enable sending customer data via email before deleting customer data- If set to
“yes” then customer data will be sending to be specified email address just before
deleting specific customer record.

Please select the Email

Email Sender General Contact Y * 1 Sander

« This email address gets used to send link o customers
to delete their account as well as send delelion
confirmation email o customers. This also gais used
for sending customer data to administrator jusl before

delating
Selact “Yes" to enable
Enable sending email Yes v < sending email
communication 10 cusiomer « ITsel to “no” then customer will nol receive any email communication to customer
related to their account deletion
Please select the
Confirmation Email Template Scommerce GDPR Deletion Confirmation (Defai v 4 Confirmation Email
« Email template to send email link to customers to Template
delate thelr account
Please select the Delete
Delete Confirmation Email Scommerce GOPR Deletion Success (Default Ti ¥ = Confirmation Email
Tempiate « Email template to send email deletion confimation to Template
customers after successfully delating their account
Please select the Enable
Enable sending cuslomer data via No ¥ Sending customer data via
email before deleling customer « If sel to “yes” then customer data will be sending to email before deleting
data specified email address just before deleling specific cuslomer data

cusiomer record

Privacy Settings

e Enable Privacy Setting - This will enable privacy agreement checkbox on pages where
you collection personal information.

e Privacy Setting Text - This text will appear next to privacy agreement checkbox.

e Enable Newsletter - If set to Yes then privacy agreement checkbox will appear for
customers to confirm before submitting newsletter subscription

e Enable Contact Us - If set to Yes then privacy agreement checkbox will appear for
customers to confirm before submitting contact us form.

e Enable Checkout - If set to Yes then privacy agreement checkbox will appear for
customers to confirm before submitting billing form

o Enable Registration - If set to Yes then privacy agreement checkbox will appear for
customers to confirm before submitting registration form.
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. ' Select “Yes" o enable the
Enable privacy setting Yes Y = privacy Setting
« This will enabla privacy agreement checkbox on pages '
where you collect personal data
Privacy Setting Text By checking this box you agree 10 our <a Flease add the Frivacy

href="/privacy-policy.html" target="_blank">Privacy | Setting Text
Policy</a>. You also agree to receive information
relevant to your order of account via email

& This text will appear next to privacy agreament

checkbox
) Select “Yes"to enable the
Enable Newsletter Yes v 4 1 Newsletier
&« Il set to Yas then privacy agreement checkbax will
appear for customers to confirm before submitting
newslatier subscnption
Select “Yes" to enable the
Eﬂab‘eI leﬂCl U’S- IYES Ll 1 Coml.js
« If st to Yas then privacy agreement cheackbaox will
appear for customers to confirm before submitting
contact us form
Salect “Yes" to enable the
Enable Checkout Yesg Y« - Checkout
s I set to Yes then privacy agreament checkbox will
appear for customers to confirm before submitting
billing form
— Select “Yes" to enable the
Enable Registration Yes ¥ % Registration

« It set to Yas then privacy agreemeni chackbox will
appear for customers to confirm before submitting
registration form

Configuration Settings for Cookie Popup

Go to Admin > Stores > Configuration > Scommerce Configuration > Cookie Popup

General Settings

o Enabled - Select "Yes" or "No" to enable or disable the module.

e Modal Title - Enter name of the modal title, this will be shown on the frontend cookie
popup modal. We've set modal title as "Cookie preferences".

e Save Choice Button Text - Enter the title of the save choice button. Click on this button
will save the cookies choice. Whatever the current cookie choice is there it will save that
choice.
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o Allow All Button Text - Enter title of the allow all button. We've set title as "Allow All".
When you click on "ALLOW All" then cookies will allow the provision of enhance
functionality, it will keep track of how many people have visited website, and how they
interact with the site. All the information used is aggregated and completely anonymous.
If you do not allow cookies, then functionalities may not function properly.

o Decline All Button Text - Enter title of the decline all button. We've set title as "Decline
All". When you click on "Decline All" then none of the cookies will be accepted and the
funtionality attached to them will not work for customers such as tracking information.

e Accept Button Text - Enter button title for accepting cookies on the cookie message, it
will accept all cookies.

e Decline Button Text - Enter button title for declining cookies on the cookie message, it
will decline all cookies.

e Cookies List Header - Title of the block for the "Used by" list. Cookies name will be
shown under this cookies list header. You can see "Used by" list on the frontend Cookie
popup.

e Cookie Settings Link Text - This link will be shown on the frontend cookies message to
show Cookie Popup Settings. Click on this link will open Cookie popup.

e Use Data Layers - Select "Yes/No". If set to "Yes" then Data Layers will be used, instead
of cookies for GTM. If set to "No", then it won't add Data Layers.

e Show if not all accepted - Select "Yes/No". If set to "Yes" then Cookie notice message
will appear if not all cookie accepted.



Configuration

Enable | Yes v [STORE VIEW]

Maodal Title |Cookie Preferences Test [STORE VIEW]
Title of the popup

Save Choice Button Text |Save Choice [STORE VIEW]

Bution title for saving of the current choices

Allow All Button Text |Ac:|:ept All [STORE VIEW]

Button title for accepting all cookies in popup

Decline All Button Text | Decline All [STORE VIEW]
Button title for declining all cookies in popup. Leave
empty to hide this button

Accept Button Text |Ac:|:ept [STORE VIEW]
Button title for accepting cookies on the cookie
message

Decline Button Text |Decline [STORE VIEW]

Bution title for declining cockies on the cookie
message. Leave empty to hide this button

Cookies list header |Cﬂokies are used by [STORE VIEW]
Title of the block for the "Used by" list

Cookie Settings Link Text |Cookie Seitings [STORE VIEW]
Title of the link on the cookies message o show
Cookie Popup Settings

Use Data Layers | No ~ [STORE VIEW]
If "Y'es” then Data Layers will be added

Show If not all Accepted | es w [STORE VIEW]
If "Y'es” then Cookie Motice message will appears if not
all cockies accepted

Popup Styling

e Modal Border - Select "Yes", if you want to set modal border. If "Yes" then you can set
border color for the settings Modal box.

e Popup Border Color - Enter popup border color. We've set the popup border color white.

e Header Background Color - Enter header background color. Background color of the
Modal box title.

e Header Font Color - Enter header font color.

e Header Bottom Border - Select "Yes", if you want to set the bottom border. If "Yes" then
bottom border of the Modal box header will be shown.

e Header Bottom Border Color - Enter header bottom color. We've set the red header
bottom border.

e Footer Background Color - Enter footer background color.

e Footer Font Color - Enter footer font color.

e Footer Top Border - Select "Yes", if you want to set footer top border. If "Yes" then top
border of the footer of the Modal Box will be shown.
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e Footer Top Border Color - Enter footer top border color.

e Header Logo - Choose logo for the modal header. It will be shown in the left top corner in
header.

e Close Image - Upload close image.

o Active Tab Background Color - It will highlight the selected choice text.

e Number Tabs - Select "Yes", if you want number tabs on cookie modal.

e Tab Active Color - Enter active tab color.

e Tab Header Color - Enter tab header color.

e Custom Button Style - Select "Yes", if you want to style button.

e Custom Checkbox - Select "Yes", if you want to show cookie choice button.

e Font Family - Enter base font family for the Modal Box. Should be string e.g. Arial. Font
should be available on the site.

¢ Notice Height - Set min height of the Cookie Message. E.g. 80

o Accept Button Background Color - Enter Background color of the "Accept" button on
the Cookie Message.

e Accept Button Text Color - Enter text color of the "Accept" button on the Cookie
Message

e Decline Button Background Color - Enter Background color of the "Decline" button on
the Cookie Message.

o Decline Button Text Color - Enter text color of the "Decline" button on the Cookie
Message

e Required cookie option text - Set to "Always Active", this text will replace checkbox for
mandatory cookies

e Custom CSS - Provide CSS code for custom style.



Popup styling

Modal Border

Popup Border Color

Header Background Color

Header Font Color

Header Boittom Border

Header Bottom Border Color

Footer Backaground Color

Footer Font Calor

Footer Top Border

Footer Top Border Color

Header Logo

Close image

Active Tab Background Color

Mumber Tabs

Tab Active Color

| Yes v
& If "Yes” then you can set border color for the settings
Modal box

\EEEEEE
& Caolor of the Medal box. E.g. CCCCCC

\EEEEEE
& Background color of the Modal box title. E.g. CCCCCC

333333
& Color of the Modal box Header text

| Yes v
& If es" then bottom border of the Modal box header
will be shawn

\cceeee
4 Color of the Modal box bottom border

|EEEEEE

& Background color of the Modal box footer

333333
& Color of the text of the Modal box fooler

| Yes v

& |f "™es” then fop border of the footer of the Modal box
will be shawn

\ccccee

& Caolor of the top border for the footer

Choose file | Mo file chosen

& Choose here logo for them modal header. It will be
shown in the left top corner in header

Choose file | Mo file chosen

& Choose here custom close image. If it's sel then i will
replace standard cross image

\DDDDDD
& Background color for the active tab in the lefi sidebar
of the Modal box

| No v
& If "Yes” then tabs will have seral numbers before titie

323323
& Text color of the active tab

[STORE VIEW]

[STORE VIEW]

[STORE VIEW]

[STORE VIEW]

[STORE VIEW]

[STORE VIEW]

[STORE VIEW]

[STORE VIEW]

[STORE VIEW]

[STORE VIEW]

[STORE VIEW]

[STORE VIEW]

[STORE VIEW]

[STORE VIEW]

[STORE VIEW]
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[STORE VIEW]

Tab Header Color 333333
Header text color of the tab content
Custom Button Style ' No v [STORE VIEW]
If "¥es™ them custom styles for the buttons will be used
instead of defaults
Custom Checkbox Mo w [STORE VIEW]
If "¥es™ them you can choose images for "On" an "Off"
state of the checkbox. Images will be used instead of
the standard checkboxes. Both images showld be sat
Font Family | [STORE VIEW]
Basze font family for the Modal box. Should be sfring
e.g. Arial. Font shouwld be available an the site
Motice Height | [STORE VIEW]
Set min height of the Cookie Message. E.g. &0
Accept Button Background Color |32D248 [STORE VIEW]
Background color of the "Accept” button on the Cookie
Message
Accept Button Text Color | FFFFFF [ETORE VIEW]
Text color of the "Decline” bution on the Cookie
Message
Decline Button Background Color |32D24B [STORE VIEW]
Background color of the "Decline” button on the
Cookie Message
Decline Button Text Color |FF FFFF [STORE VIEW]
Text color of the "Accept” button on the Cookie
Message
\Always Active [STORE VIEW]

Fequired cookie option text
This text will replace checkbox for mandatory cookies
[STORE VIEW]

Custom CS5S

For advanced ugers. Place here C55 styles

Additional Tabs

e First Tab Title - Provide title of the first tab you want to display on the frontend cookie
pop up. This tab will be shown first before cookie choices. Both Title and Text should be

set to appears on the Modal box
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e First Tab Text - Enter first tab text. The text will be shown on the Modal box on click of
first tab. We've set first tab as "Your Privacy ".

e More Information Title - Provide more information title. This will be shown after all
cookie choices as a last tab. Both title and link should be set to appears on the Modal box

e More Information link - Provide link where you want to redirect it. Click on this link will
redirect you to Information page.

Additional Tabs
| Please add the First Tab

First Tab Title Your Privacy *— Tila

& Tithe of the additional tab. This tab will be shown first
before cookie choices. Both Title and Text should be
set to appears on the Modal box

First Tab Text <p>When you visit any website, it may storeor Please add the First Tab
retrieve information on your browser, usually in the Text

form of cookies. This information does not usually
identify you, but it does help companies 1o learn
how their users are interacting with the site_ </p>

<p=\\e
respect your right 1o privacy, so you can choose not
to accept some of these cookies. Choose from the
different category headers 1o find out more and
change your defaull settings.</p>

& Text for the addiional information tab

Please add the More
More information Title Mare Information - Information Title
+« More information link text. This will be shown after all
cookie choices as a last tab. Soth niffe and link should
be sel lo appears on the Modal box i
Please add the More
More information link hitp:fishowcase scommerce-mage.co. uk/privacy-po Information Link

« More information link. E g. hitp:/ftest com/moreinfo

Admin Configuration for Cookie Choice

e Manage Cookie Choice List - To create and manage cookie choices, go to Admin >
Customers > Cookie Choice. If you need to make some modifications in the cookie
choices information, you should click "Edit" in the Action column. The grid includes the
following columns: -

o ID

Choice Name

Cookie Name

Store view

Required

Default State

O

o)

o)

o)

o

Cookie Choice
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Cookie Choice & Add New

Page 1 of 1 pages | View |20 « perpage | Total 4 records found Search
ID T Choice Name Cookie Name Store View Required Default State
\ \ [ All Store Views v v | v
1 Strictly Necessary Cookies required_cookies All Store Views Yes No
2 Performance Cookies performance_cookies Main Website No No
Madison Island
French
German
3 Statistics Cookies statistics_cookie Main Website No No
Madison Island
French
4 Marketing Coockies marketing_cookie All Store Views No No

Cookie choices can be filtered based on the store view.

Cookie Choice Add New
Page 1 of 1 pages | View |20 +w perpage | Total 4 records found mh
ID t Choice Name Cookie Name Store View Required Default State
| ‘ | J v All Store Views ] ‘ v ‘ v
|
1 Strictly Necessary Cookies required_cookies Yes No
2 Performance Cookies performance_cookies English No No
German
German
3 Statistics Cookies statistics_cookie Main Website No No
Madison Island
French
4 Marketing Cookies marketing_cookie All Store Views No No

e Add new Cookie Choice - To create a new cookie choice, click on the "Add New Cookie
Choice" button from Admin > Customers > Cookie Choice > Add new Cookie Choice, it
redirects on "New Cookie" page, by providing all the below configuration details you can
create the cookie choice.

O

Choice Name - Enter the choice name. This is the text which represents the type of
the cookie you are using under it.
Cookie Name - Define the cookie name. Cookie name will be used to enable/disable

your relevant trackings. To explore more about cookies, please check the Privacy

and Cookie Policy section.

Store view - Select store view.

Choice Description - Add the choice description. This description will appear on the
cookie popup when user clicks on the cookie choice name.

Created by List - Add the created by details. This is just an information which will
appear on the cookie pop up under "Cookies are used by section".

Required Record - Select "Yes" to make cookie essential, else select "No". If set to
"Yes" then the cookie choice will always be selected and you can't turn "Off" it.

Set by Default - Select default status "Yes" or "No". If set to "Yes" then by default
the cookie choice will be selected.
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New Cookie Choice

Cookie Choice Information

Choice Name * [

Cookie Name * [

Store View *

Choice Description *

Created by List

Required Record *

Set By Default*

Customers Detail in Privacy Policy

All Store Views -l@
Main Website

Madison Island

English

French

German

© Show/Hide Editor | = Insert Widget... | &}

[No v

[No v

Consents

When customer check the privacy policy agreement checkbox in the process of registration then it
saves the details of the customers in backend privacy policy consents at Admin > Customers >
Privacy Policy Consents

Privacy Policy Consent

Page 1 of 1pages | View |20 v perpage | Total 5 records found
ID t Customer Email Website Consent Source Consent Creation Date Consent Updation Date
| | | v From: 7| From: .:|
To: [ To: [&
1 testinggdprprivacy@tesitng.com  Main  Newsletter 4 Jun 2018 17:49:36 4 Jun 2018 17:49:36
Website
2 mytest@mytest.com Main Newsletter 4 Jun 2018 17:07:49 4 Jun 2018 17:07:49
Website
3 mytest@mytest.com Main Registration 4 Jun 2018 17:07:49 4 Jun 2018 17:07:49
Website
4 scommerce.mage@gmail.com Main Order 4 Jun 2018 11:57:40 4 Jun 2018 11:57:40
Website
5 stevensagaar@hotmail.com Main Newsletter 4 Jun 2018 11:58:13 4 Jun 2018 11:58:13
Website

Anonymize Orders from Admin Section

When you select action "Anonymise Orders" from Admin > Sales > Orders > Actions>

Anonymisation Order > Click on Submit Button, then it anonymise customers data, which
can't be reversed. Before "Submit" it asks for confirmation and displays a message popup says
"Are you sure you want to anonymise selected transaction data because of this action can't be
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reversed?"

Select Visible | Unselect Visible | 0 items selected

Actions | Anonymise Orders v

Submit

stomer_is_guest Order # Purchased From (Store) Purchased On 1 Bill to Name Ship to Name G.T. (Base) G.T. (Purchased) Status Action
‘ \ v | From: 5| | I From: From: | v
To: [F To: To: |
100000317 Main Website 15 Apr 2018 04:41:55 yzawzs2fa6 4ba025zonf £104.00 £104.00 Pending View
Main Store eal97u4x75 4sijkvdufa
English enjnf3gtgd przatgb178
100000316 Main Website 26 Mar 2018 16:29:26 CY47WWijaUw HsTAaOhMtS £2,699.99 £2699.99 Pending View
Main Store Wyu8K2qSwk  jcvJ3RKwyA
English equPXPdpa8 51ahGFuRXX
100000315 Main Website 21 Mar 2018 16:42:56 5nv88zuvfo Iszaw7xuex £2,704.99 £2,704.99 Pending View
Main Store Op4vjecmfn6 9nh6k0bz3s
English 9wxe59qxxc  re2dt178s9
100000314 Main Website 19 Mar 2018 16:55:15 3rg66snasc 5t5cemycté £89.99 £89.99 Pending View
Main Store a5ngj35jph 54x1k5rzrp
English pienptjbr2 ev2ca84yxm

Newsletter Subscription

To see newsletter subscription records go to Admin > Marketing > Newsletter Subscription

Siore View

[ ¥ Emau Subscription Date Type Customer First Name Customer Middle Name Customer Last Name Stas Website store.
Any ¥ v v v v v
[ % test@test.com 2020-04-17 14:32.49 Customer Jatin = Nayyar Subscribed Main Website Madison Island Engiish
25 jack@ijohn.com 2020-02-18 07:12:45 Customer Jack — John Subscribed Main Website Madison Island English
24 dd@c.com 2020-03-02 15:04:06 Guest — — — Subscribed Main Website Maaison Island English
23 mickey@exampie.com Customer Mickey — Watz Subscribed Main Website Madaison Island English
12 jojo@x.com Guest — — _ Subscribed Main Website Madison Island English

Enable / Disable Tracking

If you are using any of our tracking extension or any other third party extensions and you don't
want to send information to Google then you need to check for the cookie name e.qg.
"statistics_cookie" and this will be set to 1 for "accept" and 0 for "decline" , based on cookie value
it will enable or disable the tracking.

Here is the function which will force your tracking not to run unless the cookie has been
accepted by the customer from cookie notification message.

e.g. You can add name of your GDPR cookie, here for our GDPR extension the name of cookie key
is statistics_cookie", which we have been using in below code.

/**

Check if the third-party cookie has been accepted or not

*
@return bool

*/

protected function hasCookie()

{
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}

/**
$cookieKey = 'statistics_cookie';

$cookie = (string)Mage::getModel('core/cookie')->get($cookieKey); return ($cookie=="1" ? true : false);

Here is the function which will turn off your tracking only when customer declines from cookie
notification message

*

@return bool

*/

protected function hasCookie()

{

$cookieKey = 'statistics_cookie';

$cookie = (string)Mage::getModel('core/cookie')->get($cookieKey); return ($cookie=="0" ? false : true);

}

Integrate Cookies with GTM Pro Tracking

You can integrate cookies with GTM Pro by following the below steps in GTM: -

Step 2 - Create a new trigger named "Acceptance Cookie", trigger type could be anything like
GTM.DOM, Pageview, Custom Event etc and based on the trigger type choose some custom events
or some pageview and add the following condition

e From second dropdown - select equals
e Third Input box - put value 1

Step 3 - Associate the trigger created in Step 2 ie.. "Acceptance Cookie" with any existing tag and
that tag will only fire when customers accept the cookie on your website

Front-end site view

Cookie Popup - Cookie Accept

Cookies are used to improve the experience for user. Once you accept, the file is added and the
cookie helps analyse web traffic or lets you know when you visit a particular site. Cookies allow
web applications to respond to you as as individual.



Cookie Policy

We use cookies on this website to improve your shopping experience. We use cookies to remember log-in details and provide secure log-in, collect statistics to
optimize site functionality, and deliver content tailored to your interests. Click accept to give your consent to accept cookies and go directly to the site or click on more

information to see detailed descriptions of the types of cookies we store

Cookie Preferences

You can configure cookie choices from Admin > Customers > Manage Cookie Choices >
Manage Choice list, configured cookie choice will be shown on the front-end under "Cookies
Settings" link, a customer will open a Cookie Preferences pop up, from where a user can Accept or
Decline cookies. Below is the description under each cookies category that clarifies how the cookies
it contains are used.

o Strictly Necessary Cookies - These cookie are essential for the website to function and
they cannot be turned off. They are usually only set in response to actions made by you
on your site, such as logging in, adding items to your cart or filling in form. If you browse
our website, you accept these cookies.

e Performance Cookies - These cookies are essential for the website performance.

o Statistics Cookies - These cookie gets used by Google Analytics to collect statistics to
optimize site functionality, and deliver content tailored to your interests.

e Marketing Cookies - Marketing cookies are used to track visitors across websites. The
intention is to displays ads that are relevant and engaging for the individual customers
and thereby more valuable for publishers and third party advertisers.

Cookie Preferences Test

Your Privacy Strictly Necessary Cookies

These cockies are essential for the website to
function and they cannot be turned off. They are
usually only set in response to actions made by
you on our site, such as logging in, adding items
to your cart or filling in forms. If you browse our
website, you accept these cookies.

Strictly Necessary
Cookies

Marketing Cookies

More Information

Cookies are used by
_ga

‘ Decline Al || Accept All H Save Choice

Cookie Preferences for Store view

Change cookie preferences based on store view, create cookies accordingly and allows users to
accept or deny cookies for a particular store view.
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Cookie Preferences Test

Your Privacy Performance Cookies

These cookies are essential for the website

Strictly Necessal
Y 24 performance

Cookies

Cookies are used by

Performance Cookies
Magento Store

Marketing Cookies

More Informaticn

| Decline Al H Accept Al H Save Choice

Check the Value of the Accepted Cookies on the Front-end

You can check the value of the accepted cookies by using developer tool (F12). Here is the path to
check, Press F12 > Network > Storage > Cookies > Click on site URL > Check the cookies
status/value under "Value" column.

Visibility of "Accept all" Button on the Cookie Popup

The "Accept All" button will shown on the cookie popup, if all cookie choices are Not required and
"Set by Default" for cookie choices set to "No" from Admin > Customers > Manage Cookie
Choices > Manage Choice List > Select Cookie Choice > Edit > Set by Default - "Yes/No". If
set to "Yes" then "Accept All" won't appear.

Newsletter Subscription

Once Enable Newsletter is configured from Admin > Stores > Configuration > Scommerce
Configuration > GDPR > Privacy Settings > Enable Newsletter - "Yes", then you can see the
privacy agreement checkbox on the newsletter "Privacy Policy" link redirects to privacy policy

page.

Privacy Policy Checkbox on Registration and Checkout Page

The privacy policy checkbox will be shown on the registration and checkout page.

Delete Account from my Account Section

You can delete the account from Front-end > My Account > Delete Account section

If you have a question related to this extension please check out our FAQ Section first. If you can't

find the answer you are looking for then please contact support@scommerce-mage.com.
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